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Abstract

Today’s datacenter applications rely on datastores that are required
to provide high availability, consistency, and performance. To achieve
high availability, these datastores replicate data across several nodes.
Such replication is managed through a reliable protocol designed
to keep the replicas consistent using a consistency model, even in
the presence of faults. For several applications, strong consistency
models are favored over weaker consistency models, as the former
guarantee a more intuitive behavior for clients. Furthermore, to
meet the demands of high online traffic, datastores must offer high
throughput and low latency.

However, delivering both strong consistency and high perfor-
mance simultaneously can be challenging. Reliable replication pro-
tocols typically require multiple rounds of communication over the
network stack, which introduces latency and increases the load
on network resources. Moreover, these protocols consume consid-
erable CPU resources, which impacts the overall performance of
applications, especially in high-throughput environments.

In this work, we aim to design a hardware-accelerated system
for replication protocols to address these challenges. We approach
offloading the replication protocol onto SmartNICs, which are spe-
cialized network interface cards that can be programmed to im-
plement custom logic directly on the NIC. By doing so, we aim
to enhance performance while preserving strong consistency, all
while saving valuable CPU cycles that can be used for applications’
logic.

1 Introduction

Modern applications and cloud services rely on distributed datas-
tores to keep data safe and accessible. Distributed datastores must
balance the trade-off between consistency and performance. Often,
they compromise on the strength of the consistency guarantees for
performance. Weak consistency models, such as eventual [33, 42],
timeline [4], snapshot [7] and causal [32] consistency, favor perfor-
mance by relaxing consistency; However, these weakly consistent
models can be challenging to work with, as they often require devel-
opers to write custom code to achieve stronger semantics [49]. To
overcome these limitations and improve programmability, coordina-
tion services such as ZooKeeper [20] and Chubby [11], along with
geo-replicated databases such as Spanner [15] support strong con-
sistency guarantees using algorithms such as variants of Paxos [27-
29, 31, 34, 44, 50, 51].

However, while strongly consistent approaches are more de-
sirable for correctness and programmability, they come at a per-
formance cost. In many of strong consistency models, all write
operations are serialized at a special node, generally referred to as
the leader, which severely limits throughput in write-heavy work-
loads. Some systems attempt to address this limitation. For example,
Attiya et al. [6] propose a solution that achieves strong consistency
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even in the presence of failures, without relying on consensus algo-
rithms like Paxos to determine the order of writes. However, in
their protocol, each read operation still requires communication
with a quorum of replicas, which can significantly reduce read
throughput [48].

More recent works, including Microsoft’s FaRM [16] and several
systems inspired by it [10], have shown that it is possible to achieve
both strong consistency and high performance. These systems store
data entirely in memory and leverage high-end networking tech-
nologies such as RDMA [3] to avoid the traditional bottlenecks
associated with storage and TCP/IP networking stack in strongly
consistent systems. However, even in these systems, the CPU re-
mains the limiting factor, as it is responsible for managing complex
protocols and processing replication messages on each replica.

Our preliminary results show that across a variety of state-of-
the-art replication protocols, between 15% to 49% of the CPU cycles
are spent on network operations. Moreover, up to 68% of the CPU
cycles are used by the replication operations. With Moore’s law
slowing [30], the prospects for significant future improvements in
CPU performance are limited; therefore, to scale the performance
of strongly consistent protocols, developing specialized hardware
is becoming a reasonable option.

An increasingly popular approach in modern computing is the
use of accelerators to offload workloads from CPU, thus, freeing up
CPU cycles for other tasks. In addition to high-speed data transfer
using RDMA, network components like programmable switches
and SmartNICs are emerging as key examples of such accelerators.
These accelerators offload parts of the network stack to enable the
processing of data as it traverses the network; therefore, they can
potentially allow distributed systems to shift computation away
from the CPU. While recent work shows that security-related tasks
(e.g., encryption/decryption), compression, and tenant isolation in
datacenters can be executed efficiently [18, 26, 53], there is currently
limited research demonstrating the offloading capabilities of these
accelerators for replication protocols.

This paper proposes a new system called Chaapar that offers
hardware-accelerated replication protocols using SmartNICs. At
its core, Chaapar aims to reduce the CPU overhead of replication
protocols on the host by offloading replication operations to the
SmartNIC, thereby freeing up CPU cycles. By implementing key
replication logic directly on the SmartNIC, Chaapar minimizes
communication overhead and latency between replicas. Moreover,
Chaapar integrates seamlessly with existing state-of-the-art datas-
tores and cloud storage services while running them on the host.
The system introduces an innovative architecture where Smart-
NICs cache data to minimize the PCle overhead between the host
and SmartNIC, thus optimizing the latency. With this architecture,
Chaapar addresses the issues in prior work (Section 4): its scala-
bility is not limited by the available memory on the SmartNIC, as



it integrates with the host’s memory to handle larger datastores
efficiently. We put particular effort into the design of Chaapar with
these innovations to make it agnostic to different replication proto-
cols, tailored towards multi-threaded, RDMA-enabled, in-memory,
replicated datastores, and practical to use in datacenter deploy-
ments.

The main contributions of this paper are the followings:

o We show that replication protocols, regardless of their design,
incur significant CPU overheads that can limit their performance.

o We present Chaapar, a hardware-accelerated system for replica-
tion protocols that offloads replication operations onto Smart-
NICs. With its design, Chaapar optimizes communication both
between replicas and between the host and the SmartNIC, all
while freeing up CPU cycles on the host.

The rest of the paper is organized as follows: Section 2 provides
the necessary background. Section 3 evaluates the CPU usage of
various replication protocols and identifies the sources of overhead.
Section 4 reviews key prior work in the field, and highlights their
limitations and challenges. Section 5 introduces the design of Chaa-
par, our hardware-accelerated replication protocol system. Finally,
Section 6 discusses the current status of our work, and outlines
progress, challenges and future directions.

2 Replicated Key-Value Stores

Key-Value stores (KV-stores) are the backbone of data storage sys-
tems, e.g., databases. A KV-store stores data as a collection of key-
value pairs, generally in hashtables or LSM trees, and provides a
read/write API that enables clients to perform operations on the
stored data. KV-stores are widely used as either primary stores, for
example in Redis [45] and RAMCloud [40], or caches in database
systems such as Memcached [52] and disk-based datastores such
as LevelDB and RocksDB [13].

KV-stores are often replicated across multiple servers, usually
ranging from 3 to 7 instances, known as the replication degree, to
increase throughput and provide data availability in the presence of
faults [25]. The replication degree presents a trade-off between cost
and fault tolerance: while adding more replicas enhances fault toler-
ance, it also raises the overall deployment costs and may negatively
impact performance. Clients connect to these replicated KV-stores
through sessions. The order of requests within each session is de-
fined as the session order. To ensure that concurrent accesses to
KV-stores operate as expected, it is essential to maintain the replicas
consistent.

The consistency model refers to the relationship between all
replicas towards reflecting a coherent view of the data to all clients.
Weaker consistency models are known for their high performance
by allowing more flexible data access patterns in distributed sys-
tems. However, this flexibility often complicates programming, and
developers need to manage synchronization explicitly. In contrast,
stronger consistency models strive to create the illusion of access-
ing data on a single server, meaning that all operations happen in
a globally agreed order. While these models provide predictable
behavior and simplify programming, they may reduce the overall
system performance due to the need for more coordination among
replicas. In this work, we focus on strong consistency models such
as Sequential Consistency and Linearizability [8].
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In a replicated KV-store, a consistency model is enforced through
replication protocols [17, 20, 22, 25, 28, 41], which manage the coor-
dination between replicas and perform data replication. Replication
protocols generally rely on consensus algorithms to achieve agree-
ment among replicas on the order of operations. These algorithms
require multiple rounds of communication to reach an agreement.
Decisions in consensus algorithms are constrained by the latency
of network round-trip times.

Achieving high performance while maintaining strong consis-
tency and fault tolerance is a well-known challenge for replication
protocols. In the context of the KV-store, high performance is gen-
erally defined as low latency and high throughput. The main two
KV-store operations, read and write, require different optimiza-
tions and design considerations to provide high performance.
>Read: To achieve high performance for reads, it is crucial to serve
read operations from any replica, i.e., reads are load-balanced.
Load-balancing reads remains challenging for many replication
protocols. Protocols like Paxos generally require communication
between replicas to agree on the correct read value. Other protocols,
such as Primary-backup [29], enforce that only one replica can han-
dle reads for a key. Similarly, Chain-Replication (CR) [47] protocol
serves read operation at a node referred to as the tail node.
> Write: Achieving high performance for write operations is even
more difficult than for reads. A replication protocol requires the
following properties to deliver high performance writes.

o Inter-key concurrency: Independent writes on different keys
should proceed in parallel to enable multi-threaded execution.
ZAB [23], for instance, serializes all writes through the leader,
which limits concurrency.

o Fast coordination: Performing write operations requires coordi-
nation among replicas to agree on the order of updates visible to
the programmer. The coordination can generate many network
activities among replicas. Traditional networking stacks, such as
TCP/IP, are not optimized for low latency or specific communi-
cation patterns, which can cause agreement protocols to become
a bottleneck in a replicated KV-store. Moreover, these stacks rely
on CPU resources and consume CPU cycles that could other-
wise be used to handle application tasks. The increased CPU
consumption can negatively impact the overall performance of
running applications. Recent work shows that the use of high-
end networking technologies may enhance the performance of
replication protocols — especially on writes [25, 48].

3 CPU Overheads of Replication Protocols

Mainstream replication protocols typically follow a leader-based
design, where a single node coordinates all write operations. Proto-
cols such as MultiPaxos [28], Raft [39], ZAB, CHT [14], and Primary-
backup rely on a specific replica, generally referred to as a leader,
to manage replication and ensure consistency. While effective, such
a centralized approach can create bottlenecks, particularly under
high load. To mitigate this limitation, some replication protocols dis-
tribute request handling across replicas. For instance, in CR, which
forms a chain of replicas, write requests are directed to the head
node while reads are processed at the tail; potentially reducing
contention on a single coordinator. CRAQ [46] improves over CR
by allowing reads from all replicas, reducing read latency, but the
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head node must still initiate all writes. Other protocols, such as
Hermes [25], AllConcur [43], Tempo [17], and Derecho [22], take
decentralization further by allowing any replica to handle write
requests and spread the workload more evenly.

In this section, we demonstrate that despite these design differ-
ences, all replication protocols impose significant CPU overhead.
Coordination, message processing, and consistency enforcement
consume valuable CPU cycles. We analyze how replication proto-
cols, regardless of their architectural choices, contribute to CPU
resource contention and explore a potential solution to alleviate
this burden.

We profile four replication protocols: MultiPaxos, CRAQ, Hermes,
and CHT. To keep the comparison fair, we use the Odyssey frame-
work [48]. Odyssey implements these protocols in a multi-threaded
design, and leverages high-end RDMA-enabled NICs to optimize
network operations. In our experiment, we run each protocol inside
a cluster of five replicas. These replicas are connected through a
56Gbps InfiniBand switch. We measure the number of CPU cycles
spent on three categories of operations: () Protocol-specific opera-
tions, such as invalidation, write commit, write ordering, versioning
(timestamping), etc.; ) Network-specific operations, such as broad-
casting and multicasting messages as well as receiving and parsing
them, and (® the Rest category, which includes client operations
such as sending read and write queries. Our experiment generates
a uniform read/write trace with 20% to 80% ratio. The KV-store is
pre-populated with one million KV pairs, all replicated on all nodes.
Similar to prior studies, the size of keys and values are 8 and 32
bytes, respectively [5]. We set the failure rate to zero to observe the
CPU usage in the absence of failure.

Figure 1 illustrates the CPU breakdown across different protocols.
Note that the figure demonstrates CPU breakdown for leaders of
MultiPaxos and CHT, as well as the head replica in CRAQ protocols.
While we show the profiling results of a random node when running
the Hermes protocol, which is decentralized, our results show that
the CPU usage remains consistent across different replicas when
the trace follows a uniform distribution.

We observe that a majority of the CPU cycles are used by protocol-
and network-specific operations of these protocols. As the figure
shows, CPU usage for protocol-specific operations varies from 26%
to 68%. The figure also shows that these protocols spend between
15% and 49% of the CPU cycles on network-specific operations.

Where does the overhead come from? We identify three main
sources of overhead for replication protocols:

@© Communication: Broadcasting/multicasting of messages such
as proposal, invalidation, validation, etc., to all replicas incurs un-
avoidable overhead.

© Expensive PCle transactions: To reduce network latency, the
implementation of these protocols in the Odyssey framework uses
RDMA and relies on spin loops to fetch messages as quickly as
possible. While RDMA provides low-latency networking, transmit-
ting the messages from NIC to host (and vice versa) over PCle is
expensive and increases end-to-end latency. Using spin loops may
reduce latency, but it does not eliminate the inherent PCIe overhead
and increases CPU usage. One-sided RDMA operations are often
seen as an attractive solution for bypassing remote CPU involve-
ment; however, prior works such as Odyssey have demonstrated
that overall, they increase the CPU load on the initiator and limit
batching over the network and PCle, leading to higher overhead.
© Concurrency ordering: Different replication protocols use
approaches to enforce either total order (e.g., ZAB, MultiPaxos,
Raft, Derecho, AllConcur, and Mencius) or per-key order (e.g., CHT,
CRAQ, Classic Paxos and Hermes). Managing write ordering adds
software overhead to the system.

Insight: Hardware accelerators are valid candidates to implement
complex replication protocols and reduce network latency by of-
floading the operations. Implementing the protocols on hardware ac-
celerators can save CPU cycles spent on broadcasting/multicasting
messages as well as concurrency ordering.

4 Replication Protocols on SmartNICs

In addition to high-end RDMA-enabled networking stacks, mod-
ern networks increasingly feature programmable components like
switches and NICs that provide on-device computation. These com-
ponents enable the manipulation of data as it transits the network
and allow distributed systems to offload computations and improve
performance. SmartNICs, like Nvidia’s BlueField [38], Huawei’s
IN5500 [19], Broadcom’s Stingray [9], Marvell’s LiquidIO [35], and
Netronome’s Agilio [37], include onboard memory ranging from 8
to 32 GB, along with different computation units, such as SoC or
FPGA, integrated into NICs. These NICs allow developers to access
the computation units to make it possible to offload customized
computation logic.

The advent of SmartNICs has sparked some interest in their

utilization within the distributed systems community. SmartNICs
have the potential to enhance the performance and efficiency of
KV-store operations, particularly in the context of consensus and
replication protocols. Recent works, such as ZABFPGA [21] and
Waverunner [5], are generally centered around FPGA-based Smart-
NICs to implement custom logic for protocol- and network-specific
operations to improve throughput and reduce CPU bottlenecks.
» ZABFPGA: offloads the ZAB protocol onto an FPGA-based
SmartNIC, integrating a network stack, atomic broadcast module,
and KV-store directly on the FPGA. The network stack is based on
TCP and optimized for low latency by employing dataflow pipelines,
and tailored for datacenters. The atomic broadcast module repli-
cates write requests so that all nodes receive the same sequence
of operations, and handles reads locally. By integrating the KV-
store with the atomic broadcast module, ZABFPGA eliminates PCle
overhead.



Limitations: While integrating the KV-store with the atomic
broadcast unit enhances performance and concurrent data access,

ZABFPGA’s hardware-only approach presents significant challenges:

> Scalability limitation: Due to the limited DRAM capacity of Smart-
NICs (usually up to 32 GB), ZABFPGA cannot scale effectively and
is unable to handle KV-stores with hundreds of gigabytes, which
severely limits its applicability for large-scale systems.
> Challenges of FPGA development: FPGA implementation of com-
plex replication protocols requires specialized expertise, including
the development of a hardware network stack and handling op-
erations like leader election and failure recovery. These tasks are
error-prone, even in software, and addressing all corner cases in
hardware is notoriously difficult, making the design less suitable
for practical deployment.
» Waverunner: attempts to address the scalability issue of ZABF-
PGA by using a hybrid approach that combines hardware and
software components. Unlike ZABFPGA'’s hardware-only design,
Waverunner offloads the network-related parts of the Raft protocol
to the FPGA-based SmartNIC, while the rest of the protocol runs in
software on the host. The hardware component handles common
Raft messages, bypassing the kernel network stack, while more
complex operations such as leader election and failure recovery
remain in the software. This hybrid approach makes the system
more practical by allowing fallback to a software-only mode when
necessary.

Limitations:
> PCle overhead: Unlike ZABFPGA, Waverunner runs a significant
portion of Raft protocol as well as the KV-store on the host, requir-
ing expensive communication between the host and the SmartNIC
over PCle, which introduces additional latency.
> Challenges of FPGA development: While Waverunner offers a
clean design by offloading only some parts of the Raft protocol, it
still faces a similar practical issue as ZABFPGA: implementing even
small parts of the protocol on FPGA is challenging.
Takeway: Both ZABFPGA and Waverunner offer innovative ap-
proaches by offloading replication protocols to SmartNICs, but they
fail to fully address practical concerns for real-world deployments
in datacenters. ZABFPGA’s hardware-only approach struggles with
FPGA development complexity and error-prone operations like
leader election. Furthermore, its reliance on the limited memory of
SmartNICs hinders scalability, making it unsuitable for large-scale
systems that require handling vast amounts of data; thus, diffi-
cult to deploy effectively in production environments. Waverunner,
despite its hybrid design, suffers from latency due to PCle com-
munication between the host and offloaded components. Neither
system fully leverages RDMA; instead, they use FPGA resources to
implement custom network stacks, which is a waste of resources.

5 Design Overview
5.1 Insights

In this work, we take a pragmatic approach to design a system
that can be effectively deployed in datacenters. Building on in-
sights gained from studying related work in hardware-accelerated
replication protocols, we find the followings:
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Figure 2: Overview design of Chaapar

Breaking the trade-off between consistency and performance:
While achieving low latency and high throughput in strongly con-
sistent systems is inherently challenging, our goal is to overcome
this trade-off. To achieve low latency, it is critical to minimize com-
munication over PCle, as it introduces a significant delay—at least
500ns round-trip latency—which impacts performance in latency-
sensitive systems [24]. In systems like Waverunner, where much of
the Raft protocol’s logic is executed on the host, frequent commu-
nication between the host and SmartNIC over PCle adds additional
latency. This constant data exchange over PCle prevents the sys-
tem from optimizing latency. By offloading more processing to the
SmartNIC, PCle traffic can be reduced, leading to lower latency
and improved performance. Furthermore, since both Waverunner
and ZABFPGA implement custom network stacks, they overlook
the advanced RDMA features in SmartNICs. RDMA can bypass the
CPU, reduce memory copies, lower latency, and ease CPU load.
Additionally, RDMA’s batching capabilities can help reduce PCle
transactions, further optimizing PCIe overhead. For high through-
put, our system must be designed to easily adopt high-performance,
leaderless replication protocols such as Hermes and AllConcur.
Leaderless protocols allow for better scalability by removing bottle-
necks typically associated with leader-based designs and allowing
concurrent writes. Such a careful design allows the system to bal-
ance strong consistency with performance, breaking the traditional
trade-off between the two.

Practical deployment for datacenter: While FPGAs offer flex-
ibility and performance, they are challenging to deploy in real-
world datacenter environments due to the specialized skills and
experience required for their development. Moreover, FPGA-based
systems face longer development cycles and higher risks of design
errors, making them unattractive for large-scale, production envi-
ronments. Additionally, a practical solution should also integrate
easily with existing production-grade datastores, without requiring
major changes or causing disruptions to ongoing operations.

5.2 Chaapar System

The central hypothesis explored in this paper is that strongly con-
sistent replication protocols resemble cache coherence protocols by
sharing structural and operational similarities with them. Cache
coherence protocols, proven to be efficiently managed by hardware-
based state machines, serve as a powerful design inspiration. We
aim to adapt these well-understood hardware-based coherence pro-
tocols to distributed systems at the datacenter scale. To do so, we
design Chaapar, a system that offers hardware-accelerated repli-
cation protocols using SmartNICs. Chaapar is designed to offload
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the replication operations from the host CPU, free up precious
CPU cycles, and improve latency. Chaapar consists of three key
innovations: (D) Inspired by the design of modern CPUs, Chaapar
implements a consistency controller on the SmartNIC of each replica
to reduce communication overhead over the network and PCle. In
this design, the consistency controller manages the consistency
between the datastore on the hosts or the cloud storage services.
(@ Chaapar maintains a software-based data cache on the Smart-
NICs to improve end-to-end latency. To perform read and write
operations, our system follows a dual-path approach: The fast path
is used when the requested key exists in the software cache on the
SmartNIC. On the slow path, the consistency controller fetches the
required data from the datastore on the host using RDMA network
operations to optimize network overhead. (3 Chaapar implements
a datastore interface to seamlessly integrate with the state-of-the-art
datastores and cloud storage services, and run them on the host
CPUs of replicas. Figure 2 demonstrates Chaapar and its compo-
nents cooperatively working to provide reliable replication protocol
using SmartNICs.

5.3 Consistency Controller

At the core of Chaapar, there is a consistency controller — a hardware-
accelerated protocol engine residing on the NIC - to perform
replication- and network-specific operations of protocols to free
the host CPU. The consistency controller on the SmartNIC is re-
sponsible for enforcing consistency and comprises three main com-
ponents:

Request Handler. Request handler manages communication with
other replicas for propagating writes and collecting acknowledg-
ments, and also handles client requests asynchronously. For the
communication with other replicas, this unit leverages the RDMA
engine on the SmartNIC to implement efficient multicast function-
ality. It also provides several network interfaces, including Linux
socket, gRPC, and RDMA to the clients and processes incoming
client requests, and forwards them to the next component in the
pipeline, the consensus unit.

Consensus Unit. Responsible for implementing the consensus
protocol, the consensus unit processes read and write operations
forwarded from the request handler. The consensus unit deploys
a digraph-based network overlay over the replicas to define the
multicast pattern. It leverages the overlay network to support leader-
based, chained, and leaderless protocols. In the current design, a
leaderless approach is implemented that uses a 2-phase protocol to
propagate updates to each of the replicas. Thus, a write operation
multicasts the new object in the 1st phase to all replicas and waits
for acknowledgments from them; then, in the 2nd phase, it sends a

commit message to all replicas. The consensus unit provides fast lo-
cal reads, i.e., it services the read requests without communicating
with other replicas. To ensure strong consistency, the consensus
unit keeps track of uncommitted writes to block read requests to
the same key with pending writes. Transitions between states are
triggered either by incoming requests from the request handler or
by event timers, which are used to implement timeouts for tasks
like detecting failed nodes.

Log Manager. The log manager maintains an update log essential
for fault tolerance and replaying operations in case of failures.
When the consensus unit receives a write request, the operation
is appended to this log in an append-only manner. Later, it reads
out these operations and sends them as proposal commands to
other replicas. Upon committing an operation, an event is also
added to the log. In the event of failure, synchronization begins
from the section of the log that holds the command entries to
ensure consistency across replicas. Additionally, the log can be
compacted up to the last successful write to the datastore on the
host; the datastore interface (Section 5.5) signals the controller for
each successful write, which can be leveraged by the controller
for efficient log management and space optimization.

5.4 Dual-Path Design Caching

In our architecture, the datastore operates on the host. In order to
hide the latency of accessing the host through PCle, the consistency
controller maintains a DRAM-resident KV-store on the SmartNIC
as a software-based data cache. We design a dual-path mechanism
to handle read and write requests to enable the system to dynami-
cally switch between fast and slow paths based on data availability
in the software cache.

Fast path. On the fast path, the access to the host is off the critical
path; therefore PCle latency does not contribute to the overall
latency of the operation.

All write requests are processed on the fast path. As illustrated
in Figure 3a, when the request handler receives a write request, it
forwards it to the consensus unit, which commits the write (after
communicating with other replicas), notifies the client, and caches
the key-value pair on the SmartNIC. In this design, updating the
datastore on the host is batched and performed asynchronously,
keeping host access off the critical path.

Similarly, when a read request results in a cache hit, it is also
processed on the fast path, as shown in Figure 3b. Here, the request
handler forwards the request to the consensus unit, which checks
for any uncommitted writes to the key. If no uncommitted write
exists, the request is serviced directly from the software cache.



Slow path. If a read request results in a cache miss, the request is
handled on the slow path. In this scenario, the consistency controller
communicates with the datastore on the host to retrieve the required
data: As depicted in Figure 3c, the request handler passes the read
request to the consensus unit, which then fetches the data over
PCle from the host. While servicing the client, the controller caches
the key-value pair for future fast-path access.

This design leverages hardware acceleration on the NIC to of-
fload consistency responsibilities from the host and minimizes the
communication over PCle to effectively balance performance with
fault tolerance and enable high-speed, strongly consistent opera-
tions at scale.

5.5 Datastore Interface

Unlike prior work, where the replication protocol is integrated with
a simple KV-store, Chaapar is designed to seamlessly integrate with
state-of-the-art and industry-standard KV-stores (e.g., Redis and
Memcached) as well as cloud storage services (e.g., Amazon S3 [1]).
This is achieved through the datastore interface. The datastore
interface is a key component running on the host that provides an
abstraction layer for accessing the underlying datastore. Its primary
role is to manage and route requests from the consistency controller
on the SmartNIC through RDMA.

This component serves the read and write operations, depend-
ing on the path. On the fast path, the datastore interface handles
requests when a write operation from the consistency controller
must be applied directly to the datastore. It ensures that the op-
eration is durably committed to the storage backend and notifies
the consistency controller upon a successful write. Signaling the
consistency controller enables the log manager to perform log com-
paction and release log space for future operations.

On the slow path, the datastore interface addresses cache misses
encountered during read operations. When the consistency con-
troller identifies a cache miss for a requested key, it forwards the
read request to the datastore interface, which retrieves the data
from the datastore and returns it to the consistency controller. This
setup minimizes latency by keeping the read processing stream-
lined, avoiding direct host involvement unless necessary.

Additionally, the datastore interface functions as a flexible adapter
for the datastore, providing an abstraction that allows the system
to operate with various local or online datastore implementations
without requiring modifications to the consistency controller.

Since writes to the datastore are off the critical path, the consis-
tency controller can optimize performance by maintaining a write
buffer on the SmartNIC. When this buffer fills, a batch of write
operations is sent to the datastore interface, reducing the frequency
of individual messages. With this design, PCle communication over-
head is well-managed; for instance, the 32-byte header overhead for
PCle packets can be significant for small messages. The batching
strategy minimizes the effect of this overhead to further optimize
the over the PCle communication.

5.6 Leveraging SoC-Based SmartNICs

Chaapar explores SoC-based SmartNICs as an alternative to FPGA-
based SmartNICs. SoC-based SmartNICs offer several advantages
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that are aligned with our insights and make it more suitable for
implementing replication protocols efficiently:

ARM cores: SoC-based SmartNICs are generally equipped with
ARM cores, thus we can offload replication protocols without requir-
ing hardware description languages like those needed for FPGAs.
From the NIC’s perspective, the ARM subsystem functions as a sec-
ond full-fledged host with its own network interface. This makes
development more accessible and easier to debug and maintain.
Ready-to-use RDMA-enabled network stack: Unlike some other
solutions that require rebuilding a custom network stack, RDMA
capabilities of SoC-based SmartNICs provide ultra-low latency and
high bandwidth out of the box. This allows us to take full advantage
of its high-performance networking without reinventing the wheel,
streamlining the implementation of the replication protocols.
Minimizing PCle Transactions: Programming on SoC-based
SmartNICs is more straightforward than FPGAs and it enables us
to implement most of the replication protocol logic directly on the
SmartNIC. This feature allows us to minimize PCle communica-
tion, which typically introduces latency, and instead handle more
processing on the SmartNIC itself; hence, we can free up host-side
CPU cycles.

6 Implementation & Current Status

In this work, we have implemented the request handler and the
datastore interface on the BlueField-3 card [12], which is a SoC-
based SmartNIC. Our work is in progress and further development
of the consensus unit and various optimizations remain to be imple-
mented. While offloading replication protocols to SmartNICs offers
promising benefits in reducing host CPU overhead and improving
network efficiency, several challenges must be addressed to fully
realize the potential of this approach:

Limited compute power of SmartNIC SoCs: SmartNICs, like
BlueField-3, are equipped with computation cores designed primar-
ily for power efficiency rather than high performance. As a result,
their computational capabilities are significantly lower compared to
modern CPUs used in hosts. To overcome this limitation, it is crucial
to maximize the use of specialized hardware components available
on SmartNICs, such as DMA engines. These components are well-
suited to handle data transfers, allowing the ARM cores to focus
on protocol-specific operations without becoming overloaded.
Challenges with implementing software cache on SmartNICs:
Many state-of-the-art hashtables are heavily optimized for high-
performance x86 CPUs, which benefit from faster memory access
compared to the ARM cores found in BlueField-3. This makes these
designs unsuitable for the low-power ARM cores on SmartNICs,
which lack the equivalent high-speed memory access. Consequently,
careful design of the request handler in the consistency controller
is necessary to minimize contention and concurrent access to the
shared software cache. There is exciting potential for future re-
search to develop efficient, concurrent hashtables specifically tai-
lored for ARM cores, which could further enhance the performance
of SmartNIC-based replication protocols.

However, these challenges are not inherent to the design or use
of SmartNICs with ARM cores. Each generation of SmartNICs is
becoming increasingly powerful; for instance, the gap between the
2nd and 3rd generations of BlueField cards is already significant [36].
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Moreover, ARM cores themselves are not inherently unsuitable for
such tasks. For instance, Graviton ARM CPUs used in AWS have
demonstrated substantial performance and power efficiency [2].
Our design explores the use of SoC-based SmartNICs, and as the
hardware continues to evolve, we expect these solutions to become
more powerful, further closing the gap between SmartNICs and
host CPUs, and making our system even more effective.
Supporting diverse replication protocols: To support multiple
replication protocols and varying consistency guarantees, a flexible
and modular architecture is required. Different protocols, such as
Raft or Hermes, have unique requirements for message sequencing,
leader election (if needed), and failure recovery. Implementing such
diversity on SmartNICs, which are resource-constrained compared
to host CPUs, presents challenges in designing general-purpose
components that remain efficient across different use cases.

7 Conclusion

This paper introduces Chaapar, a novel system that leverages Smart-
NICs to implement hardware-accelerated replication protocols.
Chaapar is designed to offload replication operations from the host
CPU, freeing up valuable CPU cycles and enhancing overall system
performance. Inspired by modern CPU designs, Chaapar maintains
a software-based data cache and a consistency controller on each
replica’s SmartNIC to minimize communication overhead across
the network and PCle. Chaapar introduces three key innovations:
offloading replication operations to SmartNIC’s cores, seamless inte-
gration with state-of-the-art datastores and cloud storage services,
and a dual-path approach to optimize read and write operations
using RDMA. This protocol-agnostic design demonstrates the po-
tential of SmartNICs to enhance the efficiency and flexibility of
reliable replication protocols.

References

[1] Amazon web services, cloud object storage s3. http://s3.amazonaws.com.

[2] Amazon web services, graviton4 arm-based processors, 2024. Available at: https:
//aws.amazon.com/ec2/graviton/.

[3] AcuiLera, M. K., BEN-DAVID, N., GUERRAOUI, R., MARATHE, V., AND ZABLOTCHI, 1.
The impact of RDMA on agreement. Proceedings of the Annual ACM Symposium
on Principles of Distributed Computing (2019), 409-418.

[4] Anamap, M., NEIGER, G., Burns, J. E., Konr, P., ANpD HuTTo, P. W. Causal
memory: Definitions, implementation, and programming. Distributed Computing
9,1(1995), 37-49.

[5] AvrimapADI, M., Mar1, H,, CHo, S., FERDMAN, M., MILDER, P., AND My, S. Wa-
verunner: An Elegant Approach to Hardware Acceleration of State Machine
Replication.

[6] ArTIivA, H., BAR-NOY, A., AND DOLEV, D. Sharing memory robustly in message-
passing systems. Journal of the ACM 42, 1 (jan 1995), 124-142.

[7] Artiva, H., HERLIHY, M., AND RACHMAN, O. Atomic snapshots using lattice
agreement. Distributed Computing 8 (1995), 121-132.

[8] AtTIvA, H., AND WELCH, J. L. Sequential consistency versus linearizability. ACM
Transactions on Computer Systems (TOCS) 12, 2 (1994), 91-122.

[9] Broapcowm. Stingray SmartNIC Adapters and IC. https://www.broadcom.com/
products/ethernet-connectivity/smartnic.

[10] BURKE, M., DHARANIPRAGADA, S., JOYNER, S., SZEKERES, A., NELSON, J., ZHANG,
I, AND PorTs, D. R. K. PRISM: Rethinking the RDMA Interface for Distributed
Systems. In Proceedings of the ACM SIGOPS 28th Symposium on Operating Systems
Principles (Virtual Event Germany, Oct. 2021), ACM, pp. 228-242.

[11] Burrows, M. The chubby lock service for loosely-coupled distributed systems. In
Proceedings of the 7th symposium on Operating systems design and implementation
(2006), pp. 335-350.

[12] BursTEIN, L. Nvidia data center processing unit (dpu) architecture. In 2021 IEEE
Hot Chips 33 Symposium (HCS) (2021), pp. 1-20.

[13] Cao, Z., DoNg, S., VEMURL, S., AND Du, D. H. C. Characterizing, Modeling, and
Benchmarking RocksDB Key-Value Workloads at Facebook.

(14]

[15]

[16]

(17]

(19]
[20]

[21]

(23]

[24]

[25]

(31]

(32]

[33

(34]

[35

(36]

(37]

CHANDRA, T. D., HADz1LACOS, V., AND TOUEG, S. An algorithm for replicated
objects with efficient reads. In Proceedings of the 2016 ACM Symposium on
Principles of Distributed Computing (2016), pp. 325-334.

CoRBETT, J. C., DEAN, J., EPSTEIN, M., FIKES, A., FROST, C., FURMAN, ]J. J., GHE-
MAWAT, S., GUBAREV, A., HEISER, C., HOCHSCHILD, P., ET AL. Spanner: Google’s
globally distributed database. ACM Transactions on Computer Systems (TOCS) 31,
3(2013), 1-22.

DRAGOJEVIC, A., NARAYANAN, D., CAsTRO, M., AND Hopson, O. FaRM: Fast
Remote Memory. Nsdi’14 (2014), 401-414.

ENEs, V., BAQUERO, C., GOTSMAN, A., AND SUTRA, P. Efficient replication via
timestamp stability. In Proceedings of the Sixteenth European Conference on
Computer Systems (2021), pp. 178-193.

GRANT, S., YELAM, A., BLAND, M., AND SNOEREN, A. C. Smartnic performance
isolation with fairnic: Programmable networking for the cloud. In Proceedings of
the Annual Conference of the ACM Special Interest Group on Data Communica-
tion on the Applications, Technologies, Architectures, and Protocols for Computer
Communication (New York, NY, USA, 2020), SIGCOMM ’20, Association for
Computing Machinery, p. 681-693.
Huawer Huawei IN550 SmartNIC.
201810171443, 2018.

HuNT, P., KONAR, M., JUNQUEIRA, F. P., AND REED, B. ZooKeeper: Wait-free
coordination for Internet-scale systems.

IsTvAN, Z., SIDLER, D., ALONsO, G., AND VukoLric, M. Consensus in a Box:
Inexpensive Coordination in Hardware. In 13th USENIX Symposium on Networked
Systems Design and Implementation (NSDI 16) (2016), pp. 425-438.

JHA, S., BEHRENS, J., GKOUNTOUVAS, T., MILANO, M., SONG, W., TREMEL, E., RE-
NESSE, R. V., ZINK, S., AND BIRMAN, K. P. Derecho: Fast State Machine Replication
for Cloud Services. ACM Transactions on Computer Systems 36, 2 (Apr. 2019),
4:1-4:49.

JUNQUEIRA, F. P., REED, B. C., AND SERAFINI, M. Zab: High-performance broadcast
for primary-backup systems. In 2011 IEEE/IFIP 41st International Conference on
Dependable Systems & Networks (DSN) (Hong Kong, June 2011), IEEE, pp. 245-256.
KATEBZADEH, M. R. S., CosTA, P., AND GroOT, B. Evaluation of an InfiniBand
Switch: Choose Latency or Bandwidth, but Not Both. In 2020 IEEE International
Symposium on Performance Analysis of Systems and Software (ISPASS) (Boston,
MA, USA, Aug. 2020), IEEE, pp. 180-191.

KATsARAKIs, A., GAVRIELATOS, V., KATEBZADEH, M. S., JosHI, A., DRAGOJEVIC, A.,
GRoT, B., AND NAGARAJAN, V. Hermes: A Fast, Fault-Tolerant and Linearizable
Replication Protocol. In Proceedings of the Twenty-Fifth International Conference
on Architectural Support for Programming Languages and Operating Systems
(Lausanne Switzerland, Mar. 2020), ACM, pp. 201-217.

KuavriLov, M., CHRAPEK, M., SHEN, S., VEzzU, A., BEnz, T., D1 GiIroLAMO, S.,
SCHNEIDER, T., DE SENsI, D., BENINI, L., AND HOEFLER, T. {OSMOSIS}: Enabling
{Multi-Tenancy} in datacenter {SmartNICs}. In 2024 USENIX Annual Technical
Conference (USENIX ATC 24) (2024), pp. 247-263.

LaMPORT, L. The part-time parliament. ACM Transactions on Computer Systems
(TOCS) 16, 2 (May 1998), 133-169.

LAMPORT, L., ET AL. Paxos made simple. ACM SIGACT News 32, 4 (2001), 18-25.
LAMPORT, L., MALKH]I, D., AND ZHOU, L. Vertical paxos and primary-backup
replication. In Proceedings of the 28th ACM Symposium on Principles of Distributed
Computing (Calgary AB Canada, Aug. 2009), ACM, pp. 312-313.

Le1sersoN, C. E., THompPsoN, N. C., EMER, ]J. S., Kuszmaul, B. C., Lampson, B. W.,
SANCHEZ, D., AND ScHARDL, T. B. There’s plenty of room at the Top: What will
drive computer performance after Moore’s law? Science 368, 6495 (June 2020),
eaam9744.

L, J., MICHAEL, E., SHARMA, N. K., SZEKERES, A., AND PorTs, D. R. Just say {NO}
to paxos overhead: Replacing consensus with network ordering. In 12th USENIX
Symposium on Operating Systems Design and Implementation (OSDI 16) (2016),
pp. 467-483.

L1, K., AND HuDAK, P. Memory coherence in shared virtual memory systems.
ACM Transactions on Computer Systems (TOCS) 7, 4 (1989), 321-359.

MaAHAJAN, P., SETTY, S., LEE, S., CLEMENT, A., ALvIsy, L., DAHLIN, M., AND WAL-
Fi1sH, M. Depot: Cloud storage with minimal trust. ACM Transactions on Computer
Systems (TOCS) 29, 4 (2011), 1-38.

MARANDI, P., PrRiMI, M., SCHIPER, N., AND PEDONE, F. Ring paxos: A high-
throughput atomic broadcast protocol. In Proceedings of the 2010 IEEE/IFIP
International Conference on Dependable Systems and Networks (DSN) (June 2010),
pp. 527-536.

MARVELL TECHNOLOGY GROUP LTD. Multi-Core Processors - LiquidIO Smart
NICs | Network Adapter. https://www.marvell.com/products/infrastructure-
processors/multi-core-processors/liquidio-smart-nics.html.

Micuarowicz, B., SUresH, K. K., SuBramoni, H., PANDA, D. K. D., AND PoOLE, S.
Battle of the bluefields: An in-depth comparison of the bluefield-2 and bluefield-3
smartnics. In 2023 IEEE Symposium on High-Performance Interconnects (HOTI)
(2023), IEEE, pp. 41-48.

NETRONOME.  Agilio CX 2x40GbE.  https://www.netronome.com/media/
documents/PB_Agilio_CX_2x40GbE-7-20.pdf, 2021.

https://e.huawei.com/us/news/it/


http://s3.amazonaws.com
https://aws.amazon.com/ec2/graviton/
https://aws.amazon.com/ec2/graviton/
https://www.broadcom.com/products/ethernet-connectivity/smartnic
https://www.broadcom.com/products/ethernet-connectivity/smartnic
https://e.huawei.com/us/news/it/201810171443
https://e.huawei.com/us/news/it/201810171443
https://www.marvell.com/products/infrastructure-processors/multi-core-processors/liquidio-smart-nics.html
https://www.marvell.com/products/infrastructure-processors/multi-core-processors/liquidio-smart-nics.html
https://www.netronome.com/media/documents/PB_Agilio_CX_2x40GbE-7-20.pdf
https://www.netronome.com/media/documents/PB_Agilio_CX_2x40GbE-7-20.pdf

[38]

[39]

[40]

[41]

[42]

[43]

[44]

NVIDIA. NVIDIA BLUEFIELD-2 DPU. https://www.nvidia.com/content/dam/en-
zz/Solutions/Data-Center/documents/datasheet-nvidia-bluefield- 2-dpu.pdf,
2023.

ONGARO, D., AND OUSTERHOUT, J. In search of an understandable consensus
algorithm. In Proceedings of the 2014 USENIX Conference on USENIX Annual
Technical Conference (USA, June 2014), USENIX ATC’ 14, USENIX Association,
pp. 305-320.

OUSTERHOUT, J., GOPALAN, A., GUPTA, A., KEJRIWAL, A., LEE, C., MONTAZERI,
B., ONGARO, D, PARK, S. J., QIN, H., ROSENBLUM, M., RUMBLE, S., STUTSMAN, R,,
AND YANG, S. The RAMCloud storage system. ACM Transactions on Computer
Systems 33, 3 (2015).

PALMIERL R, QUAGLIA, F., AND RoMANO, P. Osare: Opportunistic speculation
in actively replicated transactional systems. In 2011 IEEE 30th International
Symposium on Reliable Distributed Systems (2011), IEEE, pp. 59-64.

PETERSEN, K., SPREITZER, M., TERRY, D., AND THEIMER, M. Bayou: replicated
database services for world-wide applications. In Proceedings of the 7th workshop
on ACM SIGOPS European workshop: Systems support for worldwide applications
(1996), pp. 275-280.

PoxE, M., HOEFLER, T., AND Grass, C. W. AllConcur: Leaderless Concurrent
Atomic Broadcast. In Proceedings of the 26th International Symposium on High-
Performance Parallel and Distributed Computing (New York, NY, USA, June 2017),
HPDC 17, Association for Computing Machinery, pp. 205-218.

RYABININ, F., GOTsMAN, A., AND SUTRA, P. Swiftpaxos: Fast geo-replicated
state machines. In 21st USENIX Symposium on Networked Systems Design and
Implementation, NSDI 2024, Santa Clara, CA, April 15-17, 2024 (2024), L. Vanbever

[51]

(52]

(53]

Katebzadeh et al.

and L. Zhang, Eds., USENIX Association, pp. 345-369.

SANFILIPPO, S. Redis, 2023. Accessed: 2023-01-22.

TERRACE, ., AND FREEDMAN, M. J. Object Storage on {CRAQ}: {High-Throughput}
Chain Replication for {Read-Mostly} Workloads. In 2009 USENIX Annual Technical
Conference (USENIX ATC 09) (2009).

VAN RENESSE, R., AND SCHNEIDER, F. B. Chain Replication for Supporting High
Throughput and Availability. In 6th Symposium on Operating Systems Design &
Implementation (OSDI 04) (2004).

VAsILIS GAVRIELATOS, ANTONIOS KATsARAKIS, V. N. Odyssey: The Impact of
Modern Hardware on Strongly-Consistent Replication Protocols Vasilis.
VogELs, W. Eventually consistent. Communications of the ACM 52, 1 (jan 2009),
40-44.

‘WHITTAKER, M., AILIJIANG, A., CHARAPKO, A., DEMIRBAS, M., GIRIDHARAN, N.,
HELLERSTEIN, J. M., HowaRb, H., STOICA, I, AND SZEKERES, A. Scaling replicated
state machines with compartmentalization. Proceedings of the VLDB Endowment
14, 11 (2021), 2203-2215.

WHITTAKER, M., GIRIDHARAN, N., SZEKERES, A., HELLERSTEIN, ]. M., HOWARD,
H., Nawas, F., AND StoIcA, I. Matchmaker paxos: A reconfigurable consensus
protocol [technical report]. arXiv preprint arXiv:2007.09468 (2020).

Xu, Y., FRACHTENBERG, E., JIANG, S., AND PALECZNY, M. Characterizing Facebook’s
Memcached Workload. IEEE Internet Computing 18, 2 (Mar. 2014), 41-49.
ZHou, Y., WILKENING, M., MICKENS, J., AND YU, M. Smartnic security isolation
in the cloud with s-nic. In Proceedings of the Nineteenth European Conference
on Computer Systems (New York, NY, USA, 2024), EuroSys ’24, Association for
Computing Machinery, p. 851-869.


https://www.nvidia.com/content/dam/en-zz/Solutions/Data-Center/documents/datasheet-nvidia-bluefield-2-dpu.pdf
https://www.nvidia.com/content/dam/en-zz/Solutions/Data-Center/documents/datasheet-nvidia-bluefield-2-dpu.pdf

	Abstract
	1 Introduction
	2 Replicated Key-Value Stores
	3 CPU Overheads of Replication Protocols
	4 Replication Protocols on SmartNICs
	5 Design Overview
	5.1 Insights
	5.2 Chaapar System
	5.3 Consistency Controller
	5.4 Dual-Path Design Caching
	5.5 Datastore Interface
	5.6 Leveraging SoC-Based SmartNICs

	6 Implementation & Current Status
	7 Conclusion
	References

